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Abstract of the contribution: This contribution proposes an evaluation to the solution in 5.4.4.1 to sign selected signaling messages.
******* Start of Changes **********

 5.4.4.1.3 Evaluation
1. Description of attack on Broadcast messages with Digital Signature: If an attacker obtains a log of the broadcasted MIB and SIBs with time stamp, digital signature, SFN etc for 24 hrs from a valid network node, with all the parameters, he is in possession of the system information matching time stamp and digital signature. The attacker can masquerade as the original cell, its cell Id, frequency parameter etc and broadcast the same MIB/SIB information. All he needs to do is to synchronize his broadcast with the time stamp in his log file to match the original cell. If this is an attack on idle mode UEs, the attacker need to operate the fake cell in the same tracking area (TA), to match the TAC.

If the idle mode UE, entered idle mode in the same tracking area as the attacker is broadcasting with tracking area code (TAC) in the MIB, the idle mode UE will pass the digital signature check. The idle mode UE has the public key (K-SIGPublic ) for the tracking area, if the UTC time matches the signature verification will be successful. Whether the content of the system information, whether it is MIB or any of the SIBs, is it actual or replayed, the UE will not be able to make out because the signature matches. The end result is that the idle mode UE camps on a fake eNB. The UE would loose all the valid paging messages, broadcast messages by camping on it. 

If the UE is trying to do a fresh Attach to a fake network, it will be fooled by the replayed signed system broadcast messages since the signed broadcast messages will pass verification. UE will send the subscription identity (e.g such as IMSI or P-IMSI) to the network. The attacker succeeds in extracting the identifier (IMSI/PMSI/GUTI etc) from the UE, the signature verification will fail only in the subsequent messages.

If the UE gets attached  to a genuine network, then security mechanisms specified at the NAS and AS protocol layers makes it difficult to spoof the UE specific messages in the DL and UL.

Draw back of the current solution: In the current solution, “Each NextGen network generates one or more (Network Private Key, Network Public Key) pairs, and obtains corresponding Network Certificates signed by one of the global CAs. The Network Private Key is not used directly for signing signalling messages. Instead, individual network nodes generate or are provided with (Network Node Private Key, Network Node Public Key) pairs, with the Network Node Public Key signed by a Network Private Key in a Network Node Certificate.

Network Node Certificates have a relatively short duration, e.g. one day. The UE should cache at least the most

recently seen Network Node Certificate, and may cache more.

The Network Node Private Key is then used to sign messages. The network node broadcasts its Network Node

Certificate, which the UE will be able to verify. Having verified the Network Node Certificate, the UE will also be able

to verify signatures on signalling messages. “
If the Network Node Certificates have a relatively short duration, e.g. one day, the signature of all system broadcast messages may repeat for the duration of the day. That means an attacker can copy and replay these messages. The UE  is expected cache the most recently seen Network Node Certificate, and may cache more. The Network Node Private Key is then used to sign messages. The network node broadcasts its Network Node Certificate, which the UE will be able to verify. Having verified the Network Node Certificate, the UE will also be able to verify signatures on signalling messages. 

Observation1: It is possible to mount a successful attack on UEs within a tracking area even with the solution described in 5.4.4.1 against system broad cast messages from a valid cell/network node.
Observation 2: Based on the validity of certicate, signature will remain steady or repeats. Replay attacks are possible based on signature steady and repeat cycle.

Observation 3: To avoid the replay attacks completely calendar+UTC time stamp (as specified in RFC3339) is needed as parameters in signature calculation.

Observation 4: Even with Calendar+UTC time stamp, (near) realtime replay attacks are possible, to avoid this GPS coordinates of the cell are also needed and the UE need to verify its GPS coordinates with that of the cell.

Observation5: If the UE was power cycled totally it would be difficult for UE to know the local time or UE without learning from the SIB.

Observation6: With Digital Signature and Timestamp, GPS parameters, the size of protected System Info can get significantly larger.
2. Attack on Unicast messages to a UE with Digital Signature: An attacker can replay signed system broadcast messages from a real gNB and fool the UE to since send the Attach Request with subscription identity (e.g such as IMSI or P-IMSI) to the network. The attacker succeeds in extracting the identifier (IMSI/PMSI/GUTI etc) from the UE. The attacker can also replay valid reject/fail messages signed by a valid network, which he may have extracted previously. Most of the reported hackings on the LTE networks has been on the unprotected initial messages like Attach Request/ Attach Reject (EMM error codes), Tracking Area Update Reject etc. In the replayed system response scenario, since the message is signed by the system the UE will pass the message correctly and will behave according to the instruction. The attack succeeds.
Observtaion 7: UE may need to include a freshness parameter NONCE in addition to the UE ID to the network in case of Attach Request/ Re-attach etc. The network should send back the integrity protected NONCE in the response message to avoid replay attacks. This should be the case for all messages until umutual authentication between UE and network takesplace.
3. Protection of Unicast messages after mutual authentication:  Unicast messages to a UE after successful mutual authentication between the UE and the gNB are integrity protected using the key derived from the AS and NAS  context keys, hence they do not need additional protection using certificate/private keys. Such protection only adds to additional overheads to signaling messages. 
Observation 8: Messages that need protection are unicast messages to the UE before the UE is authenticated and not being protected with AS and NAS security context.
***************************** End of Changes ******************
